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Multifactor Authentication (MFA)  

Instructions 
Registration for Multifactor Authentication (MFA) 

V.2.1 / 14.05.2021 
 
To increase the security of BFH users and their data, various IT services at BFH are protected by 
multifactor authentication (MFA). In addition to your BFH username and password, you must 
identify yourself with an additional factor, in order to be able to use these services (for example 
the BFH VPN and all Microsoft 365 services). The additional factor must be registered in advance.  
 
These instructions describe the configuration of the following factors: 
 

1. Microsoft Authenticator app on your smartphone 
2. SMS notification 
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Registration using Microsoft Authenticator  
 To start the registration go to: My Sign-Ins (microsoft.com)  
 
Log in with your 
abbreviated email address: 
e.g. abcd1@bfh.ch. 
 
Your abbreviation 
corresponds to your BFH 
username, which you 
received with the entry 
mail together with your 
account data. 
 

 
Enter your BFH password. 

 
 

zds3@bfh.ch 

zds3@bfh.ch 

https://mysignins.microsoft.com/security-info
mailto:abcd1@bfh.ch
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You will be requested to 
register for multifactor 
authentication (MFA). 
 
Confirm with "Next". 

 
Install the Microsoft 
Authenticator app on your 
smartphone. 
 

• Android 
• iOS 

 
Confirm with "Next". 

 
 

Confirm with "Next" and 
set up the Authenticator 
App on your smartphone. 
 
 

 
 

zds3@bfh.ch 

https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://apps.apple.com/de/app/microsoft-authenticator/id983156458
https://apps.apple.com/de/app/microsoft-authenticator/id983156458
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Follow the instructions on 
your screen. 

 
 

Open the Microsoft 
Authenticator on your 
smartphone and add your 
BFH account. 
 
Select "Add account" and 
then "Business or school 
account". 

 
 

Scan the QR code 
displayed on your 
computer with your 
smartphone. 
 
Your BFH account will now 
be added to your 
Authenticator app. 
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The configuration of your 
Microsoft Authenticator 
App is now complete. 
 
 

 
 

Confirm with "Next". 

 
 

You will receive a 
notification on your 
smartphone, which you 
have to confirm. 
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Confirm the notification on 
your smartphone by 
selecting "Approve". 

 

 
 

You should now see a 
corresponding 
confirmation message. 
 
Confirm with "Next". 
 
 

 
 

Confirm with "Done". 

 
 

 
Congratulations, you have now successfully registered for MFA! 
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You have the option to reduce the number of registrations required.  
Please proceed as follows:  
 
Answer the question 
"Stay logged in?" with 
"Yes". 
 
Activate the check 
box "Do not show 
this message again". 
 
If you select "Yes", 
you will remain 
logged on to your 
account even after 
you have closed the 
browser. 

 
 
Note: To log out of your account, you must then perform an explicit 
logout. 
 

You will arrive in the menu "My logins". Here you can manage your login methods. 
 

 
 
If you do not want to add any further methods (e.g. SMS) you can close the page. 
 
We strongly recommend you to configure another method so that you can access the services even 
if, for example, the app does not work. 
 
Please select "Add 
method" (see above). 
 
Select "Phone. 
 
Click "Add. 

 

zds3@bfh.ch 
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Register your mobile 
phone number and 
choose whether you want 
to receive 
 
a) an SMS with an 
authentication code  
 
or  
 
b) receive a phone call. 
 
Confirm with "Next". 

 
 

If you selected SMS, enter 
the code you received by 
SMS in the corresponding 
field. 
 
Confirm with "Next". 

 
 

You should now see the 
following confirmation 
message. 
 
Confirm with "Done". 

 
 

 
 
If you do not want to add any further methods (e.g. call), you can close the page. 
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Notice:  
 
Make sure that you have activated the option "Cloud backup" 
in the settings of the Authenticator app.  
 
This allows you to easily restore your authentication tokens on 
a new smartphone or after reinstalling the Authenticator app.  
 
To increase the security of the Authenticator app, please also 
ensure that the option "Screen capture" is deactivated. This will 
prevent a screenshot of your authentication data from being 
taken. 
 
Before you can back up your credentials, you must have the 
following: 
 
• A Microsoft personal account (not the BFH account) that 

acts as your recovery account. 
 
• For iOS only, you must have an iCloud account for the 

actual storage location. 
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Registration by SMS 

 To start the registration go to: My Sign-Ins (microsoft.com)  
 
Log in with your 
abbreviated email 
address: e.g. 
abcd1@bfh.ch. 
 
Your abbreviation 
corresponds to your BFH 
username, which you 
received with the entry 
mail together with your 
account data. 
 

 
Enter your BFH 
password. 

 
 

https://mysignins.microsoft.com/security-info
mailto:abcd1@bfh.ch
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You have the option of 
reducing the number of 
registrations required.  
 
Answer the question 
"Stay logged in?" with 
"Yes". 
 
Activate the check box 
"Do not show this 
message again". 
 
If you select "Yes", you 
will remain logged in to 
your account even after 
you have closed the 
browser. 

 
 
Note: To log out of your account, you must then perform an explicit 
logout. 
 

You will be requested to 
register for MFA. 
 
Confirm with "Next". 
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Select "I want to set up 
another method". 
 
 

 
 

Select "Phone". 
 
Click "Confirm". 
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Register your mobile 
phone number and 
choose whether you 
want to receive 
 
a) an SMS with an 
authentication code  
 
or  
 
b) a call. 
 
Confirm with "Next". 

 
 

If you have selected SMS, 
enter the code you 
received by SMS in the 
corresponding field. 
 
Confirm with "Next". 

 

 
You should now see the 
following confirmation 
message. 
 
Confirm with "Next". 
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Congratulations, you 
have now successfully 
registered for MFA!  
 
Confirm with "Done". 

 

 
You will arrive in the menu "My logins". Here you can manage your login methods. 
 

 
 
You can now close the browser window. 
 

 

Further information 
on the intranet: intranet.bfh.ch/MFA/EN  

on the web: bfh.ch/MFA/EN    

 

Contact 

If you have any questions, please contact the IT Service Desk: 

Online-Servicedesk  

E-mail: servicedesk@bfh.ch  

Telephone: 031 848 48 48  

 

https://intranet.bfh.ch/MFA/EN
https://www.bfh.ch/MFA/EN
https://servicedesk.bfh.ch/
mailto:servicedesk@bfh.ch
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