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SIOT = ? / Smart Grid = ?

▶ IOT = Internet of Things

▶ S à Swiss, secure, swarm

▶ Konzepte und Prototypen seit 2015

▶ Produkt-Umsetzung mit Ind.-Partner

▶ Nutzung u.a. durch aliunid AG 

Quelle: «Smart Grid Roadmap Schweiz», Bundesamt für Energie (BfE)

“Als ein Smart Grid wird ein elektrisches System verstand-
den, das unter Einbezug von Mess- sowie meist digitaler
Informations- und Kommunikationstechnologien den Aus-
tausch elektrischer Energie aus verschiedenartigen Quel-
len mit Konsumenten verschiedener Bedarfscharakter-
istika intelligent sicherstellt.”
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Smart Grid – a specific Example: aliunid.com

Energystrategie CH 2050

Dezentral Production

Dezentrale Lasten
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“Hot Zone” Distribution Grid (NE7)

NE7
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aliunid AG = atmende Versorgung

www.aliunid.com

breite Kundenbasis (in 2 Jahren aufgebaut)
> 50% der CH-Wasserkraft
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SECURE IOT System required for mission-critical Smart Grid

IOT
System

▶ wrong measurements (Messfehler)
▶ manipulated data

▶ privacy protection

▶ partial system breakdown (nodes, links)

▶ infrastructure manipulation (OTA!)

Security

▶ Distributed across CH
▶ 20+ Mio Sensors and Actors expected

▶ Mission-Critical Infrastructure

▶ Real-Time behavior

▶ Lifecycle …!

Key Aspects
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SIOT = Swarm of Private (IOT-) Clouds (PRIC)

§ PRIC fully autonomous
§ restricted and selective data exchange
§ topology defined by application
§ local data verification and trust
§ private data stays private

o only explicit data exchange
o local data backup
o no threat by CLOUD act

§ perfect Privacy Protection

«… and there is no cloud!»
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SIOT-System

§ 4 Core-CPU + 1 Neuro-Processor
§ 4 GB RAM
§ up to 128 GB Flash
§ up to 2 TB SSD

Fog Device
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DVPN – Distributed Secured Network (world-wide)

§ DDOS Protection
§ Secure Routing
§ Secure Resources (OTA updates)
§ Rigid Access Control

§ address restriction
§ protocol restriction
§ traffic pattern analysis
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Summary & Conclusion

▶ Smart Grid = Basis CH Energy Strategy 2050

▶ Real-Time IOT-System required: Distribution, Big Data

▶ Manage Complexity by means of Data and System Structure

▶ Mission Critical Infrastructure à Security matters …!

▶ Decentralized Infrastructure PRIC

▶ Handle System Failures – reduce it entirely or make it partial

▶ “make local” what needs & can stay local

▶ Privacy Protection

▶ Security @ Datapoint: Anomaly Detection, Authentication / Trust
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