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• My background

• Cisco Innovation Team

• Cisco products, technology and projects

• Two tech deep dives

• Project ART

• Project Bodyguard

Outline
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Rethink Incubation

• Rapid Ideation, Validation 
and Incubation 

• Land ventures that drive 10x 
impact to our customers

Foster a healthy innovation 
ecosystem with startups, partners, 
and customers through Co-
Innovation

Engineering team (~300 ppl)

Tech/Innovation Leadership 

• Co-Innovate w/Partners, 
Customer, Ecosystem

• University/Research Partnerships 

Talent

• Flash teams, come together for 
the venture

Emerging 
Technologies 
and Incubation
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Cisco End-to-end

debugging:
security
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Cisco

• ASA Firewall

• FirePower

• Umbrella

• Stealthwatch

• Talos

• …
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Cisco Research
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CSR

INTERNET ACCESS FOR 
HUMANITARIAN PROJECTS

Connected Conservation
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Project Deep Dive #1: ART
Advanced Roaming for Things
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HetNets & Roaming

Developers/admins

Extended
OpenRoaming

Federation
External 

IDPs

App/services (e.g., a set of micro-services)

Policy Control 
and Segmentation 

API

Abstraction Layer
(Soft GW)

1 

DP DPDP

LoRa CBRS Wi-FiNB-IoT

IDs

RATs

Things (single or multiple radios, static or mobile)

DP

2 
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AGV Apps on 
MEC in IC3000 

(IC_1)

CBSD CBRS 
Band 48

Packet 
Core on UCS_1

Wi-Fi PLTE

LoRa GW
829 + IXM LoRa

AGVs roaming across spectrum (indoor/outdoor for IIoT) 

e.g.,
On-premise

MPCP

LoRa NS and JS 
on MEC in 

IC3000 (IC_2)

Open gate 
when AGV_1 
approaches 

LoRa
Actuator

Public 
IDPs

Private 
IDPs

API

App/service (e.g., a set of 
micro-services)

Apps on 
UCS_2

MPCP

MPCP D E 

C1 

B 

A3 
C2 

Controller_1

Controller_2

Controller_3

A1 

Catalyst 9120
Wi-Fi 6 AP / WLC

IR1101 connecting 
AGV PLC and high-
definition camera 
through Ethernet

AGV_1 
(PLC) with multi-access networking

P-LTEA-CAT18 
CBRS interface 
(Hyperloop project) 
on IR1101

Wi-Fi 6 – Client 
prototype interface 
on IR1101 or WGB 

connected to 
IR1101

Extended
OpenRoaming

Federation

1 

2 

Data throughput App

A2 
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LoRa Frequencies Worldwide

Some Examples:

• USA:  US902-928
• Europe: EU863-870
• Africa: EU863-870
• Australia: AU915-928
• Brazil: AU915-928
• China: CN779-787
• India: IN865-867
• Singapore: AS920-923
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The details
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LoRa roaming shortcomings

J. Stokking, CTO & Co-founder of The Things Industries/Tech Lead of The Things Network, “5 x Why LoRaWAN Roaming 
Is Not A Solution,” June 10, 2019:

https://www.linkedin.com/pulse/5-x-why-lorawan-roaming-dead-arrival-johan-stokking/

• Main Issues:

1. LoRaWAN Roaming requires blind trust in roaming parties or hubs

2. LoRaWAN Roaming requires many-to-many contracts

3. LoRaWAN Roaming requires each party to operate a LoRaWAN network server

4. LoRaWAN Roaming hubs centralize authority

5. LoRaWAN Roaming does not support separating payload from metadata

The model proposed 
can overcome 
some of these issues 

https://www.linkedin.com/pulse/5-x-why-lorawan-roaming-dead-arrival-johan-stokking/
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Roaming Scenario (multiple administrative domains)

LoRa
GW

PLTE 
RAN

LoRa
Connector

CBRS / (P)LTE
Connector (PC)

Broader
Internet

DNA
Spaces

LoRa
NS_CT

Access 
Fabric
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GW

LoRa
Connector

Access 
Fabric

Roams

Extended
OpenRoaming

Federation

Port of 
Rotterdam

Port of 
Cape Town

South Africa and the 
Netherlands both support 

LoRa EU863-870 

LoRa Sensor/actuator
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CP = Control Plane
UP = User Plane
PC = Packet Core
NS = LoRa Network Server
x_R = @Rotterdam
x_CT = @Cape Town

Exploit the NetID 
field in a DevAddr 

for LoRa

UE

PLTE
UP

PLTE
CP

IDPs
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Passive Roaming in LoRa

 
LoRaWAN Backend Interfaces 

 

©2017 LoRa Alliance™  Page 24 of 75 The authors reserve the right to change 
specifications without notice. 

 

Each network operator SHALL be configured with a roaming policy that can allow/disallow 1 
Passive Roaming, Handover Roaming, Passive Roaming based Activation, Handover 2 
Roaming based Activation of its individual End-Devices identified by the DevEUI. 3 

11.3 Passive Roaming 4 

 5 
This procedure applies to both R1.0 [LW10, LW102] and R1.1 [LW11] End-Devices and 6 
networks. 7 

11.3.1  Passive Roaming Start 8 

 9 
Figure 7 illustrates the message flow for Passive Roaming Procedure between two NSs for 10 
an ongoing LoRa Session of an End-Device. Refer to Section 12.2 for Passive Roaming 11 
based Activation of a new LoRa Session. 12 
 13 

 14 
Figure 7 Passive Roaming start 15 

 16 
Step 0: 17 
 18 
The End-Device is activated through the NS1. 19 
 20 
Step 1: 21 
 22 
When the End-Device transmits a packet, it is received by the NS2 which does not have any 23 
context associated with the End-Device. 24 
 25 

End-Device NS1 NS2 

 0. ABP or OTA Activation 

1. Packet 

3. Lookup NS1 IP address based on NetID 

(if not cached already) using DNS 

4. PRStartReq 

5. Verify MIC, check 

roaming Policy 

6. PRStartAns 

7. NS2 is now fNS for Device 7. NS1 is still sNS 

2. Extract NwkID, lookup NetID and roaming 

policy for target network operator 

Source: LoRaWAN Backend Interfaces Specification, LoRa Alliance 

• Roaming in LoRa requires many-to-many contracts 
(LoRaWAN Roaming is peer-to-peer) 

• Today, there are more than 110 commercial 
LoRaWAN networks at various stages of 
deployment across more than 55 countries 
worldwide; and, according to Semtech Corporation, 
the number of LoRa end nodes is approximately 
100 million1. 

• Full mesh implies each operator needs to 
maintain around 110 contracts (i.e., almost 6,000 
p2p contracts in total).

1 Source: “LORAWAN AND NB-IOT: COMPETITORS OR 
COMPLEMENTARY?”, ABI research, June 2019 
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LoRaWAN Roaming architecture

 
LoRaWAN Backend Interfaces 

 

©2017 LoRa Alliance™  Page 8 of 75 The authors reserve the right to change 
specifications without notice. 

 

3 Network Reference Model 1 

 2 
Figure 1 and Figure 2 show the Network Reference Model (NRM) for the LoRaWAN 3 
architecture.  4 
 5 

 6 
Figure 1 LoRaWAN Network Reference Model (NRM), End-Device at home 7 

 8 

 9 
Figure 2 LoRaWAN Network Reference Model (NRM), roaming End-Device 10 

 11 
End-Device:  12 
 13 
The End-Device is a sensor or an actuator. The End-Device is wirelessly connected to a 14 
LoRaWAN network through Radio Gateways. The application layer of the End-Device is 15 
connected to a specific Application Server in the cloud. All application layer payloads of this 16 
End-Device are routed to its corresponding Application Server. 17 

End- 
device 

Network Server 
(home/serving/ 

forwarding) ED-NS 

Application 
Server 

Join Server 
hNS-JS 

AS-hNS 

JS-AS 

End- 
device 

Network Server 
(home) 

ED-NS 

Application 
Server 

Join Server 
hNS-JS 

AS-hNS 

JS-AS 

Network Server 
(serving) 

Network Server 
(forwarding) 

Radio 
Gateway 

hNS-sNS 

vNS-JS 

fNS-sNS 

Radio 
Gateway 

vNS-JS 

• Note that, according to LoRaWAN
Backend Interfaces 1.0 Specs, the 
Application Server interfaces only with 
the home Network Server (hNS), i.e., 
data plane control remains with the 
home server (hNS)
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Packet transmission using Passive Roaming 
 

LoRaWAN Backend Interfaces 

 

©2017 LoRa Alliance™  Page 27 of 75 The authors reserve the right to change 
specifications without notice. 

 

 1 
Figure 8 Packet transmission using Passive Roaming 2 

 3 
Step 0: 4 
 5 
Stateful Passive Roaming is enabled between the fNS and the sNS for the End-Device. 6 
 7 
Step 1: 8 
 9 
The End-Device transmits a packet, which is received by the fNS. 10 
 11 
Step 2: 12 
 13 
If the fNS is required to perform MIC check on the uplink packets based on sNS-fNS Passive 14 
Roaming agreement, then the fNS SHALL extract the DevAddr of the End-Device from the 15 
packet and identify the FNwkSIntKey/NwkSKey, and verify the MIC in the packet. If no 16 
FNwkSIntKey/NwkSKey is found or if the MIC verification fails, then the fNS SHALL discard 17 
the packet. 18 
  19 

End-Device sNS fNS 

1. Packet 

2. Verify frame MIC 

3. XmitDataReq 

5. sNS has a frame to 

send to device 

7. XmitDataReq 

6. sNS determines 

other NS (if any) to 

forward the frame 

8. Packet 

9. XmitDataAns 

 0. Passive Roaming enabled 

4. XmitDataAns 

• Unless a Handover Roaming process 
occurred previously to the situation 
shown in this picture, the sNS is 
always the hNS (i.e., serving is always 
home)

• Note that traffic always needs to be 
routed back to the sNS (hNS); fNS is 
just a forwarder (though it can also 
check the MICs)
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Controlled communications across spectrum 
in the fabric

• Example where traffic is forwarded though the IoT 
SIGs after Passive Roaming process is completed

• Applies both to LoRaWAN R.1.0 & 1.1 
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Example of how the UPLINK 
would work today: Passive 
roaming with LoRaWAN R1.0 & 
1.1 => traffic needs to be routed 
back home since the AS anchor 
remains w/hNS (in this case 
sNS = hNS)

Roaming Scenario (multiple administrative domains)
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PLTE 
RAN

PLTE
UP

PLTE
CP

1 

7 

5 

6 

4 

2

3 

LoRa
AS

Broader
Internet

Policy/SHIM already configured in the enterprise fabric:

• Traffic between LoRa GWs and NS_CT => switched directly 
through the fabric

• All other traffic from/to NS_CT send through the IoT SIG

0 

Multiple ways to configure: SGTs through ISE, assisted through 
OpenRoaming, scripted VLANs or ACLs, etc.

UE

LoRa AS could also be 
deployed on-prem

LoRa Sensor/actuator
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Roaming Scenario (multiple administrative domains)
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Example of how the DOWNLINK 
would work today: Passive 
roaming with LoRaWAN R1.0 & 
1.1 => traffic needs to be sent 
by the sNS since the AS anchor 
remains w/hNS (in this case 
sNS = hNS)

Broader
Internet

LoRa
NS_CT
(fNS)

LoRa
NS_DC
(sNS)

Policy/SHIM already configured in the enterprise fabric:

• Traffic between LoRa GWs and NS_CT => switched directly 
through the fabric

• All other traffic from/to NS_CT send through the IoT SIG

0 

Multiple ways to configure: SGTs through ISE, assisted through 
OpenRoaming, scripted VLANs or ACLs, etc.

UE

LoRa AS could also be 
deployed on-prem

LoRa Sensor/actuator
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UE

PLTE 
RAN

PLTE
UP

PLTE
CP

1 
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4

LoRa
AS

A terminal operator has a UE, which is notified that the actuator with ID = Y has 
arrived. Location updates can be received from DNA Spaces. 

Example of how UE <--> LoRa 
device comms could work 
today: Passive roaming with 
LoRaWAN R1.0 & 1.1 => traffic 
needs to be sent by the sNS
since the AS anchor remains 
w/hNS (in this case sNS = hNS)

12 

6 

7 

8 

9 

11
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Roaming Scenario (multiple administrative domains)

Dutch
Co

LoRa
NS_CT
(fNS)

LoRa
NS_DC
(sNS)

Policy/SHIM already configured in the enterprise fabric:

• Traffic between LoRa GWs and NS_CT => switched directly 
through the fabric

• All other traffic from/to NS_CT send through the IoT SIG

0 

Multiple ways to configure: SGTs through ISE, assisted through 
OpenRoaming, scripted VLANs or ACLs, etc.

App

Track and Trace App (gets location updates thanks to DNA Spaces)

5 
LoRa AS could also be 

deployed on-prem

LoRa Sensor/actuator
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LoRa
AS

A terminal operator has a UE, which is notified that the actuator with ID = Y has 
arrived. Location updates can be received from DNA Spaces. 

Example of how UE <--> LoRa 
device comms could work 
today: Passive roaming with 
LoRaWAN R1.0 & 1.1 => traffic 
needs to be sent by the sNS
since the AS anchor remains 
w/hNS (in this case sNS = hNS)
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Roaming Scenario (multiple administrative domains)

Dutch
Co

LoRa
NS_CT
(fNS)

LoRa
NS_DC
(sNS)

Policy/SHIM already configured in the enterprise fabric:

• Traffic between LoRa GWs and NS_CT => switched directly 
through the fabric

• All other traffic from/to NS_CT send through the IoT SIG

0 

Multiple ways to configure: SGTs through ISE, assisted through 
OpenRoaming, scripted VLANs or ACLs, etc.

App

Track and Trace App (gets location updates thanks to DNA Spaces)

5 
LoRa AS could also be 

deployed on-prem

LoRa Sensor/actuator

Pros:

• This would work today with Passive Roaming and LoRaWAN 1.0 & 1.1 certified devices
• No changes needed to LoRa or PLTE systems

Cons:

• All traffic needs to be routed back and forth between the Netherlands and Cape Town. 
This is due to LoRa’s roaming specification. That is, data plane control remains with the 
hNS (i.e., LoRa AS/JS remain anchored to the hNS). 
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ART´s HW Lab
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Project Deep Dive #2: Bodyguard
Continuous Multi-factor Authentication
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User

Facial 
Recognition

Gait

GPS

Device 
Orientation

Network

VoicePeripherals

CMFA

Identity provides

Enterprise

Service 
Providers

Cloud 
services

Authorizations
Assertions

Continuous 
Authentication

Bodyguard uses CMFA to establish a user identity 
posture leveraging biometric, behavioral and contextual 
factors.

Factors originating from different sources such as the 
network, phone, laptop and tablet therefore 
augmenting the security as not relying on a single 
factor robustness.

A combination of factors enabling the establishment of 
multiple trust level accesses (not only access – no 
access).

Factors being continuously monitored enabling a 
dynamic access control adaptation to the user posture. 

Offering an Identity Posture aaS for enterprise, service 
provider or cloud services with simple administration 
features.

Introducing Bodyguard
leveraging Continuous Multi-Factor Authentication CMFA

HW Root
of Trust
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Bodyguard is a fusion of factors to create a 
continuous identity posture

Enterprise

Service 
Providers

Cloud 
services

Continuous 
AuthenticationIdentity posture

Factor fusion

Biometric/behavioral
factors

Geofencing 
factors

Network 
factors

Identity claims  
providers

Social Networks
reputation
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Integrations



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 30

Challenges

Wide Multi Channel Presentation Attack 

(WMCA) - DataSet
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Challenges

Differential privacy

Machine Learning on Encrypted Data

Homomorphic Encryption
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Productization




